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Onmuc nporpamMu icnury

KuiBchbkuii cronuunuii yHiBepcuTeT iMeHi bopuca 'piHueHka

Kadenpa indpopmariiiinoi Ta KiGepHETUIHOT OE3MEeKU
iMeHi mpodecopa Bononumupa bBypsiuka
[Iporpama icnuTy 3 TUCIHUILTIHA
«3axucT iHhOopMAaIIii»

4 Kypc — OCBITHI# piBeHb — nepiimii (0aKalaBpChbKUi)

CrnemianeHicTh 122 KoM’ oTepH1 HayKH

Ocaiths niporpama: 122.00.00udopmartrka

dopma npoBeneHHs: TecTyBaHHs Ha Tuiargopmi Moodles EHK puctumriiiam:
https://elearning.kubg.edu.ua/course/view.php?i&#520
TpuBanicTe MpoBEICHHS 1roa. 30 xB.

MakcuMaiibHa KIJIBKICTh OaJTiB: 40 oaJjiB

Kommnekcanii Tect ckmamaerbes 3 10 3anmurtans. Tect BukoHyeThesi y LMS
Moodle*, ne aBroMaTu4HO IS KOKHOTO CTYJeHTa (OPMYETHCS CIUCOK 3allUTaHb.
MaxkcuManbHa KUTbKICTh OaiiB 3a BuKOHaHHS TecTy — 20 OaniB. 3a mpaBUIIbHY
BIJIMTOBI/Ib HA KOXXHE 3aBJIaHHSI TECTY CTYJICHT OTpUMY€E 2 Oau.

[TpakTHyuHe 3aBAaHHA CKJIAAETHCA 3 OJIHIET 3a/1a4i, 1[0 BUKOHY€ETHCS B EMYJIATOPI
Cisco Packet TracelBukoHaHHs MPaKTUYHOTO 3aBAaHHS Iiepe0ayac mepeBipKy piBHS
OBOJIOAIHHSL CTYJE€HTOM TEOPETMUYHHMH 3HAHHSIMHU Ta MPAKTUYHUMHU BMIHHAMH 3
epeKkTUBHOI  opraHizamii Ta  peamizamii  3axWcTy  1HOpMaliHUX  Ta
TEJICKOMYHIKALIMHUX CHUCTeM/Mepexk, KOMILIEKCHOIO 3a0e3redeHHs iHhopMaliiHol
Oe3MeKH CUCTEM Ta MEPEX.

O1iHIOBaHHS MPAKTUYHOTO 3aBJlaHHs BiOyBaeThcsi B Mexkax Big O mo 20 Ganis,
3TIIHO 3 KPUTEPISIMH OIIHIOBaHHS, W 3IIMCHIOETHCS 3 YypaxyBaHHSAM: pIBHIB
c(hOpMOBAHOCTI AHATITUKO-CUHTETUYHUX,, TBOPYMX T4 METOJAUYHUX YMIHb HEOOX1THUX
UL peanizamii 3aXHCTy 1HQOPMALIWHUX Ta TEICKOMYHIKAI[IHHUX CHUCTeM/MEpeK.
MakcumanbHa KibKicTh 0aniB — 2006artiB.

Ex3amMeH mpoBOAMTHCS TUCTAHIIMHO, B peXHUMI BileokoHGepeHiii 3acobamu
Zoom. Ex3aMeH NpOBOIUTHCS 13 CyBOPUM TOTPUMAHHSM MPHUHIUIIB aKaJeMIYHOT
I0OpPOYECHOCT], 10 Mependadyae HEAOMYCTUMICTh CHUCYBaHHA, ¢anbcudikamii Ta
oOmany. IIpu mopyuieHH1 CTyA€HT BiJICTOPOHIOETHCS BiJl IOJATBIIOTO MPOXOIKEHHS
€K3aMEHY 13 MiJICYMKOBOIO OIIIHKOIO FX 3a TUCHMILTIHY.

[TincymkoBa ominka B 6anax (MakcumanbHo 100 0aiiB) 3a IUCHUILTIHY € CYMOIO
pe3yNbTaTy MOTOYHOIO KOHTPOIIH0 3a cemecTp (600aniB) Ta Biamosiai Ha ek3ameHi (40
OaiB).

Ilepenik mem 014 nio2omoeKku 00 icnumy:

1. MiuixHapoaHi 3aKOHH, TTOJIOKEHHS 1 CTAaHAAPTH, IO PETYIIOITH chepy KidepOe3neku;

2. YKpaiHChKe 3aKOHO/IaBCTBO B c(pepi perytoBaHHs MUTaHb iH(QopMaIiitHOi Ta KiGepHETHYHOT
oesneku (3akonu Ykpainu «[Ipo kibepOesmneky», dIpo iHpopmario», «Ipo 3axuct inpopmarii B
iHpopMaliitHuX cuctemax», «1Ipo iHopmamiliHi pecypcu iHPOPMAIIITHOTO CYCIIIBCTBA»);

3. Crparerii 3axucty iHpopMaIlist. 3HaYCHHS Ta KOMIIOHEHTH,;

4. MexaHi3MH 0€3MEKU KOMIT FOTEPHUX MEPEXK;



OcHOBHU MepekeBO1 OE3IMEKH Ta MPOTOKOJIA OE3MEKH;
[TepeBaru Ta Henoniku BupoBamkeHHs VLAN;
[TepeBaru Ta Henoiku BupoBamxkeHHs VPN;
Mopnens OSI. besneka Ha piBHax moaen OSI;
MikMepexxeBHii eKpaH SK KOMIUIEKC amapaTHHX/IpOTrpaMHHX 3acO00iB 3aXHCTy 00’ €KTiB
KPUTUYHOI iHPPACTPYKTYpH;
10. Hocmimkenns anropurMmiB mapiupytu3saiii (RIP, OSPF, IGRP/EIGRP, BGP);
11. Tosicautu ocobmmBocTi pobotu IDS Ta IPS;
12. [IporpamHo-amapaTHi KOMIUIEKCH JJISI BUSIBJICHHS Ta 3a100iraHHs BTOPTHEHb;
13. OcHoBu kpuntorpadiynoro 3axucty. IlpuHmmnu xpunrorpadii ta ii ponp y Oesmeri
1HpopMaIIHUX CUCTEM,;
14. BYOD. be3neka MOOITbHUX IPUCTPOIB Ta XMAPHUX OOUYHMCIICHD;
15. AHani3 IHIUACHTIB OE3MEeKH Ta KOHIIETINS ay ATy Oe3MeKu iHhOopMaIliiHUX CUCTEM.

©ooNOO

Ex3amenatop Hanis JJOBXKEHKO

3aBinyBau kadeapu asino CKJIAJJTAHHUI



