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Onmuc nporpamMu icnury

KuiBchbkuii cronuunuii yHiBepcuTeT iMeHi bopuca 'piHueHka

Kadenpa indpopmariiiinoi Ta KiGepHETUIHOT OE3MEeKU
iMeHi mpodecopa Bononumupa bBypsiuka

[Iporpama icnuTy 3 TUCIHUILTIHA
«besneka Wek pecypcis»

3 Kypc — OCBITHIl piBeHb — nepinuii (0akaaaBpChbKuii)

CrnenianeHicTh 125Ki6epOe3neka ta 3axuct iHpopmarrii

Ocaiths niporpama: 125.00.01be3neka iHbopMaIifHIX 1 KOMYHIKAIlIHHUX CUCTEM

dopma npoBeneHHs: TecTyBaHHs Ha Tuiargopmi Moodles EHK puctumriiiam:
https://elearning.kubg.edu.ua/course/view.php?i@520

TpuBainicth NpoOBEACHHS 1roa. 10 xB.

MakcuMaibHa KiJIbKICTh OaJIiB: 40 oajiB

Ex3ameH mpoBOAMTHCS B YHIBEPCUTETCHKIN aynuTOpii y TecToBid ¢opmi 13
BUKOPUCTAHHIM MEPCOHAIBHUX KOMII FOTEPIB, SIKIIO CUTYAIlis] JO3BOJISE MPOBEACHHS
OCBITHBOTO TIpoliecy oduiaiiH. SKIIo K OCBITHIM MPOLEC MPOXOJUTH JUCTAHIIKHO, TO
€K3aMeH IMPOBOAUTHCS OHJIAMH B pexkuMi BieokoHpepeHiii 3acobamu Google Meet.

CTyZeHT nae BIATOBIJII Ha 3alMTaHHS €JIEKTPOHHOTO Tecty B cuctemi Moodle.
Tect mictuth 30 TECTOBUX NHTaHb 3aKPUTOrO TUMy (BUOip MPaBWIIGHOI BiATIOBIMI 13
3alpOINOHOBAHMX BapiaHTIB), fKi Iepea0ayaroTh aBTOMATHUYHY (KOMIT IOTEpHY)
MEPEBIPKY 1 OLIHIOKOTHCS MO 1-2 6anu KOXKHe.

Ex3amMeH NpPOBOJUTHCS 13 CYBOPHM JOTPUMAHHSM NPUHIIMINB aKaJIeMidHOl
T0OpOYECHOCTI, IO Tepeadayae HEIOMyCTUMICTh CIMCYBaHHA, danbcudikaiiii ta
oOmany. [1pu mopyIieHHi CTyACHT BiICTOPOHIOETHCS Bl TTOIAJIBIIIOTO TPOXO0KEHHS
€K3aMEHAIIMHOT0 TECTY 13 MIJCYMKOBOIO OIliIHKOIO FX 3a mucrumniiny.

[TincymkoBa orminka B Oamax (MakcumanpbHo 100 OaniB) 3a JAUCHUILIIHY €
CYMOIO PE3yJIbTaTy IMOTOYHOI'O KOHTPOIIO 3a ceMecTp (60 OamiB) Ta BiamoBidi Ha
ex3ameHi (40 6ariB).

Ilepenik mem, AKi suHOCAMbBCA HA ICRUM:

Hagimo Ham notpibna Oe3mneka B [HTepHeTI.

Ornsp Ton-10 cnucky OWASP.

[Ipuknan Bpa3auBoOro BeO-canTy.

Buxopucranus Chrome's/FirefoxactpyMeHTiB i pO3pOOHHUKIB.
MOHITOPHHT Ta CKJIaJaHHs 3amuTiB 3a gonomororo Fiddler.
Monudikariis 3anuTiB Ta Bianosiaei y Fiddler.

3aXuCT TPAHCHOPTHOTO PiBHS.

[ToHATTS aTaku <«TIOJUHU HOCCpeI[I/IHi»

. 3axuct KoHO1AeHIIHOI 1H(opMalii miagyac i NEPECHIAHHS.

lO Pusuk Hagcunanns ¢ainiB COOKieSuepes He3axHIleH] 3’ € JHaHHS.
11.Yomy 3aBanTaxyBatu ¢popmu aiisa Bxoxy HTTP e puzukoBanum.
12. BukopuctanHsi BMICTY 3MIIIAHOTO PEKUMY.

13.3aromnoBok HSTS.

14, OcuoBHi nousTTs JavaScript

CoNoObhwNE




15. OcHogHi nonsittst PHP.

16. Ceprepna cTtopoHna VS.

17.KnieHTChKi MOBH.

18. BusiBienss HeHaiiHo1 iHGOpMalii Ta 11 JTKBigaIs.

19. BcraHOBNIEHHS CUTHATIB /I BAKOPUCTAHHS MPAKTHK JTIKB11AITii.

20.TTonstts XSS Ta BUXIIHUX J@HWX, BHU3HAYCHHS OOCTaBUH BHKOPUCTAHHS
BUXIIHUX JAaHUX.

21. JloctaBka indopmarii yepes Bimoopaxenuit XSS.

22. TectyBaHHs pU3HKiB CTIHKOCTI XSS.

23.3aronoBok X-XSS-3axucr.

24. Cookies 101.

25. Tlousrrs Http nmume cookies.

26. [TonsTrs 6e3neunux Cookies.

27 . Ilpsnok HanamryBanHs kiaieata OpenVPNuaa Windows.

28. O0MexeHHs 10CTyIy (ainiB COOKie3anaBaHHSIM ILIAXY.

29. 3HWKEHHS PU3HKY y 3B SI3KY 13 3aKIHYCHHIM TepMiHy il ¢aitnis cookie.

30. BukopucranHs THMYacoBUX COOKI€SIIsI 1OIAIBIIOT0 3MEHIIICHHS PU3HKIB.

31. opsimok wanamrysanus VPN 3’ enqnanns u cepsepa va Windows 10, 8, 7.

32. Sk 310BMUCHUK CTBOPIOE MPO(]1JIb PU3UKY HA BEO-CaTI.

33. [loHsATTS 3aroyI0BKY BIAMOBIAL CEpPBEPA.

34. Po3MileHHs] pU3UKOBAHUX BEO-CaMTIB.

35. «Binboutku maneiis» HT TP cepBepis.

36. Po3kpuTTs iHpOpMariii uepe3 robots.txt.

37.Pusuku B mxepenax HTML.

38. BHyTpilIHe MOBIIOMIICHHS PO TOMUJIKY.

39 . ®opmu Bukopuctanas NAT.

40. BiacyTHICTb 3aCO0IB KOHTPOJIIO JIarHOCTUYHUX JIAHUX.

41. Inentudikailis HEHaAIMHUX JaHUX y mapaMmeTpax 3anutie HTTP.

42.3axoreHHs 3alUTiB Ta MaHIMyJIOBaHHS apamMeTpaMHu.

43. MaHimyaroBaHHS JIOT1KOIO MPOrpamMu 3a JI0NOMOT'0I0 TTapaMeTpiB.

44, TectyBaHHS BIJICYTHOCTI TIEPEBIPKH 3 OOKY cepBepa.

45. Po3yminHs oOy0BH MOJIETI.

46. [IpuBeieHHS B 110 aTaKW MAaCOBOTO MPU3HAYEHHS.

47.Maninynsuis HTTP 3aronoBkamu. FUzZzgectyBaHHS, BpasjiUBICTh MpU
3aBaHTaXEHHI (aily.

48. Local file inclusion (LFI). Remote File InclusigRFI).

49. CxnagoBi SQLiarak —HeOe3neuHi BBEICHHS Ta IIOMHIIIKH CEPBEPY.

50.CknagoBi SQLI aTtak — Ha3BM TaOJHMIb Ta KOJOHOK, OTPUMaHHS MIHCHHX
00JIIKOBUX JaHUX JJIS CAMTYy.

51.Turmm SQL BBOMy: mapamMeTpu3oBaH1 3alUTH Ta 30€pEKEH1 MPOLETYPH,
YHUKHEHHS BBEJEHHS KOMaHJ KOPUCTyBaua, OOMEXKCHHS TPHUBIJEIB,
nepeBipka 01710r0 CIIUCKY.

52.TecTyBaHHS PU3UKOBAHUX pillleHb. JJOCTIHKEHHS CTPYKTYpH 0a3u JIaHUX 3a
JIOTIOMOT'O0 BBEJICHHS JJaHUX.

53. 30upaHHs JaHUX 3a JOTIOMOTOI0 BBEACHHS 1H(POpMAIIi.

54. Apromarm3aiiis atak 3 “Havij” a6o “Sglmap”




55.Cnine SQL BBeaeHHs maHuX; Oe3meuyHl Monem goaatkiB. OcoOauMBOCTI
moOyI0BU MEPEki 3 ProXy-CEpBEPOM.

56. 1lo Take XSRF?

57.Buuenns 3a npukiaaoMm - XSRF3 GET ra POSTnapamerpamu.

58. XSRF BBeneHHsl 1aHUX — peepeHT, 3arojioBOK JKepesia Ta BIAMOBIAb Ha
BUKJIHK.

59. XSRFBBeAeHHS JaHUX —MapKep CHHXPOH13aTopa.

60. [ToHsaTTs Cross siterak.

61. TecryBanHs pu3WKy TiapoOKKH Cross site; ponp anti-forgery 3nakis,
TECTYBaHHS IMiAPOOKH CroSS Sit@amutiB npotu APIS.

62. BcTaHOBIIEHHS aTaK¥l KIUKIHKEKUHTY.

63.IIoHATTS MIITHOCTI MapoJ0 Ta BEKTOpiB aTaku. OOMEXKEHHS BBEJCHHS
CHUMBOJIIB Y TAPOJISX.

64. HaacunanHs 00J1IKOBUX JaHUX JJISI CTBOPEHHS 00JIIKOBUX 3aIHUCIB.

65. [IepepaxyBaHHS paxyHKY.

66. BimMoBa Bij] cepBicy 3a IONMTOMOT'OK) OHOBJICHHS MTApOJTIO.

67.3a0e3medeHAs]  TPAaBWJIBHOTO ~ OHOBIIGHHS  IMApOJII0;  BCTAaHOBIEHHS
HeOe3MmevyHoTo 30epiranHs mapoiB.

68. TectyBaHHs pU3HKIB y PYHKIIIT «3amaM’ iTaTH MEHE».

69. IloBTOpHE MIATBEPHKEHHS MEPE KIIOUOBUMHU ISIMH.

70. TectyBanus OpyTtdopc aBrenTudikanii. TectyBanHs He3axuieHoi captcha.

IIpukiaan ek3ameHaNiiTHOTO 3aB/IaHHSA

SIki 3 mepepaxoBaHMX HH:KYe BapiaHTIB € Hali0l1b1I Bpa3iuBuMU Is aTak? O0epiTh

IeKiJILKa BixnmoBinei.

a. Session ID

b. Registry keys

c. Regular expressions

d. SQL queries based on user input

Ex3amenatop Maxisip TAJKJIIHI

3aBinyBau kadeapu - Iasino CKJIAJJAHHUI




